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Introduction

Networks are telecommunication highways over
which information travels

Networks and their associated information
technology resources are exposed to potential
points of attack (e.g. spoofing, traffic flow
analysis, trap doors, Trojan horses, viruses,
wormes, etc.)
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Introduction ...

Centralized network management authority does
not exist so layered security measures are needed
to protect data as it traverses the network

These layered security measures include

Firewalls

Routers

Intrusion Detection Systems

Other components (VPNs, encryption, etc.)



Objectives for Connectivity

Before the mid-1990s, there was little
connectivity between computer systems.

Networks were primarily used to connect terminals to a
mainframe, or to connect workstations to shared resources
(e.g., for file sharing, printing, etc.) within an organization’s
internal network

If an organization’s networks were connected to someone else,
usually only a few key business partners were connected, and
that was through private lines

The Internet and the coming of “open”
connectivity through TCP/IP changed this .



Objectives for Connectivity ...

Efficiency — Only key data is sent across the entire
supply chain op=3) JS 35 S slaeols add - 46
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Speed — Transactions need to be processed “real
time” Wgd ()loy "(2819 Ole" )5 b Wielas - o
Ease — Customers demand a “universal” solution
that will interface with multiple technologies
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Network Security

Network security consists of the provisions and policies
adopted by a network administrator to prevent and
monitor unauthorized access, misuse, modification, or
denial of a computer network and network-accessible
resources.
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Network security involves the authorization of access to
data in a network, which is controlled by the network
administrator.
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Network Security ...

Network security covers a variety of computer

networks, both public and private, that are used in

everyday jobs conducting transactions and

communications among businesses, government

agencies and individuals.
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Need Security

Protect vital information while still allowing
access to those who need it

Trade secrets, medical records, etc.

Provide authentication and access control for
resources
Guarantee availability of resources
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Objectives of Network Security

Objective 1: To provide control at all points along the
network perimeter in order to block network traffic that
is malicious, unauthorized, or that otherwise presents
risk to the internal network

Objective 2: To detect and respond to attempted and
actual intrusions through the network

Objective 3: To prevent network messages that are sent
across networks from being intercepted or modified in
flight
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Objectives of Network Security ...

Network security controls cannot completely
eliminate risk. The goal is to minimize risk as much
as possible and to avoid unnecessary or excessive

risk.

The goal of network security is really to “enable”

network connectivity. Without network security,

the risks/costs of network connectivity would be

prohibitive.
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Security Objectives

Identification
Authentication
Access Control



Identification

Something which uniquely identifies a
user and is called UserlD.

Sometimes users can select their ID as long
as it is given too another user.

UserlID can be one or combination of the
following:
User Name

User Student Number
User SSN



Authentication

The process of verifying the identity of a
user

Typically based on

Something user knows: Password

Something user have: Key, smart card, disk, or other
device

Something user is: fingerprint, voice, or retinal scans



Authentication Concerns

General Access Authentication

To control whether or not a particular user has ANY
type of access right to the element in question.

Usually we consider these in the form of a “User
Account”.

Functional Authorization
Concern with individual user “rights”.

What, for example, can a user do once authenticated?
Can they figure the device or only see data.



Authentication (Major Protocols)

Protocol

Username ' Password

Features

Plaintext, memorized token

Protocol Uses

Telnet, HTTP

CHAP Uses hashes of passwords and time MS-CHAP, PPP, APC Http, Radius

(Challenge Handshake | variant data to avoid straight password

Authentication Protocol) | fransmission

RADIUS CHAP or straight passwords, Backend for Telnet, SSH, SSL, Front end for
authorization and accounting methods Microsoft IAS Server. Typical central

authentication method for network devices

TACACS+ Authentication, Authorization, Cisco protocol, central authentication, some
Accounting, full encryption support RAS use (Remote Access Service)

Kerberos Service authentication and authorization, | Kerberized applications like telnet, Microsoft

full encryption

domain authentication service integrated with
Active Directory




Authentication (Procedure)

Two-Party Authentication
One-Way Authentication
Two-Way Authentication

Third-Party Authentication

Kerberos
X.509

Single Sign ON

User can access several network resources by logging on
once to a security system.



Access Control

Refers to security features that control
who can access resources in the operating
system.

Applications call access control functions
to set who can access specific resources or
control access to resources provided by
the application.
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Internetworking Increases Security Risk

Network connectivity dramatically changes
the risk profile for systems security
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Security Risk

Question: Who can exploit security weaknesses
(e.g., password weaknesses, backdoors, poor
access controls, etc.) on internal systems?
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Answer without connectivity: Only people who can
first access my bricks and mortar

Answer with connectivity: Anyone who is connected to
my network and anyone who is connected to them and
anyone who is connected to them and anyone who is
connected to them, etc.



(1) Hackers

y

(2) Connect through

Network
Security

Business Processes

- Reliable Processing

Results
- Confidentiality

- Service fo customers
- Business reputation
- Fraudulent payments

3) To Exploit

‘=

(5) To Damage
or Steal

Risk

Servers

Security Weaknesses:

- Weak passwords

- Weak access controls

- Misconfigurations

- Access without a
password

- Inherent security
vulnerabilities

- Buffer overflows to
get privileged access

(4) To Attack

Applications

- System
PIOCESSES

- Business data




Network Security Risk

Denial of Service — Attacks on the availability
of networks or computer systems

Network packets that violate protocol compliance or
that are malformed can cause some systems to crash

Some network attacks flood a network with more
packets than the network can handle

Other network attacks create half-open connections to
utilize system resources until none are left



Network Security Risk ...

Information Theft — Attacks on confidential
information (e.g., customer private
information, credit card information, etc.)

Network services can be abused by malicious users to
logon to (or otherwise access) hosts and other devices
on the network

Confidential information may be easily accessible
through network services due to misconfigurations,
poor access controls, etc.

Confidential information/messages are intercepted
while packets are being sent across publicly accessible
network lines



Network Security Risk ...

Intrusion — Unauthorized access (usually with privileged access
rights) to a network or computer system that could compromise
the integrity and/or availability of critical systems and data

Some network services allow access to the host without any password
required => results in easy access

Some network services allow a user to sign-on across the network to
access the host = used for attacks on default or easily guessed
passwords

Some network services use trusted access based on host IP addresses
that can be spoofed = used to obtain unauthorized access without a
password

Some network services and malformed packets can be used for
surveillance => helps hackers focus their attacks

Some network services have buffer overflow vulnerabilities that
provide attackers with privileged access = game over



Network Security Risk ...

Reputation — Confidence of customers,
business partners, etc. is lost.

This is perhaps the biggest (but often
unthought-of) risk that eBusinesses face



Internal Network Risks

Every connection to external networks introduces risk.

The internal network could be attacked from the
Internet (highly likely), from the Extranet (moderately
likely), or from a Trading Partner (less likely)

Internet | —©@

Internal |
etwork




Internal Network Risks ...

An attacker from the Internet could also use our internal
network connection as a launching point to initiate an attack
against the Extranet or one of the Trading Partners

The Trading Partners could attack each other through us

If the Trading Partners are connected to the Internet, an
attacker could use them as a launching point to attack us
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Causes of Network Security Risk

The Computer Emergency Response Team
Coordination Center (CERT/CC) believes that the
answer is “chronic system administration
problems” and inherent “flaws” in the protocols
and network services due to poor design.

The SANS Institute publishes “The Twenty Most
Critical Internet Security Vulnerabilities”.



Most Critical Internet Security Vulnerabilities

Default installations that run extraneous network
services

Accounts with no passwords or weak (default)
passwords

Unnecessary network service ports left open

Packets with spoofed source addresses (packets from
outside networks that masquerade as if they originated
from the internal network)
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Most Critical Internet Security Vulnerabilities ...

No logging or incomplete logging

Programming flaws and buffer overflows that cause
services to crash or execute arbitrary commands with
privileged access

Unprotected sharing of files and directories over the
network

Trust relationships that allow access without a password
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Network security consists of the
technologies and processes that
are deployed to protect internal
networks from external threats

Network security controls cannot
completely eliminate risk. The goal is
to minimize risk as much as possible

_ _ and to avoid unnecessary or
The primary goal of network security | oycessive risk

is to provide controls at all points
along the network perimeter which
allow access to the internal network
and only let traffic pass if that
traffic is authorized, valid, and of
acceptable risk

Without network security, the risks of
connectivity would be too high



Thanks for your Attention.



	Advanced Network Security�Introduction
	Introduction
	Lesson Plan
	Course Goals
	References
	Evaluation
	Introduction
	Introduction
	Introduction …
	Objectives for Connectivity
	Objectives for Connectivity …
	Network Security
	Network Security
	Network Security …
	Need Security 
	Objectives
	Objectives of Network Security 
	Objectives of Network Security …
	Security Objectives
	Identification
	Authentication
	Authentication Concerns 
	Authentication (Major Protocols)
	Authentication (Procedure) 
	Access Control 
	Security Risk
	Internetworking Increases Security Risk
	Security Risk
	Network Security Risk
	Network Security Risk
	Network Security Risk …
	Network Security Risk …
	Network Security Risk …
	Internal Network Risks
	Internal Network Risks …
	Causes of Network Security Risk
	Most Critical Internet Security Vulnerabilities
	Most Critical Internet Security Vulnerabilities ...
	Slide Number 39
	Thanks for your Attention.

